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ABSTRACT

The aim of the paper is to provide a synthetic assessment of the maturity and
development directions of cybersecurity for control systems in transformer
stations of the Polish Energy Group, Mining and Conventional Energy,
Betchatow Power Plant Branch, in both normative and research perspectives.
The OT infrastructure in the power industry is characterized by high functional
safety requirements, which determine the specificity of protective measures
compared to IT. The reference framework includes NIST guidelines for OT and
the sector-specific ISO/IEC 27019 standard, which adjusts the selection of
controls for process environments. The architecture and protective
mechanisms of communication in substations (IEC 61850/MMS, GOOSE, SV)
are defined by the IEC 62351 standards, while the security capability
requirements of IED devices are specified in IEEE 1686. The literature
indicates that vulnerabilities in the cyber-physical chain may result in the loss of
controllability of power supply systems and disturbances in grid operation.
Real-world incidents in the power sector, including attacks on distribution
systems in Ukraine, emphasize the importance of operational resilience and
recovery procedures. Research on |[EC 61850 security reveals GOOSE/SV
vulnerabilities to spoofing and timing manipulation and proposes
countermeasures such as R-GOOSE, NSM monitoring in accordance with IEC
62351-7, and anomaly detection using ML methods. For environments with
critical availability, the recommended measures include substation-process
segmentation, identity and key management, IED/RTU hardening, as well as
penetration testing and security validation based on cyber-physical risk models.
The proposed program for transformer stations of the Betchatow Power Plant
integrates: a) zone and conduit architecture, b) a cryptographic policy
compliant with IEC 62351, ¢c) NSM security telemetry, d) scenarios for restoring
substation functions after an incident.Such an approach strengthens
compliance with best practices (NIST/IEC/ISO) and measurably enhances
resilience against attack scenarios at the protocol and device layers.
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CONCLUSIONS

The analysis has shown that effective cybersecurity of

control systems in transformer stations requires an
integrated approach based on industry standards (IEC
62351, IEEE 1686, ISO/IEC 27019) and NIST guidelines for
OT systems. The maturity of security measures in the power
sector depends on their implementation and continuous
Improvement. The main challenges concern vulnerabilities In
communication (GOOSE, SV, MMS) and threats within the
cyber-physical chain, which may lead to loss of controllability
and disruptions In grid operation. Experiences, including
attacks on distribution systems in Ukraine, confirm the need
to strengthen operational resilience and enhance security
monitoring. At the Betchatow Power Plant, a protection
program has been proposed based on: segmentation of OT
zones and conduits, an IEC 62351-compliant cryptographic
policy, NSM security telemetry, recovery procedures
following an incident. This model increases compliance with
NIST/IEC/ISO best practices, strengthens resilience against
attacks at the protocol and device layers, and brings the
power infrastructure closer to achieving full cybersecurity
maturity.
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